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Zakazkovy vyvoj HW a SW.
Zajisténi vyroby, testovani
a kompletace HW.




1983 Robert Bosch GmbH

BMW 850 coupe, usetfilo se 2km kabelu, 50kg

v zaCatcich se pouzivaly dokonce budie RS485
od roku normalizovan jako ISO 11898

budiC a radiC

peer to peer

nedestruktivni reseni kolize CSMA/CR

ramce obecné nenesou adresu prijemce, ale
identifikuji data

cca 1Mbit/s - 25m nebo 10kbit - 5000m *

CANLAB s.r.o.
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jeden identifikator ramce muze pouzivat jen jeden
uzel

CAN 2.0A — 11 bitovy identifikator

CAN 2.0 B — 29 bitovy identifikator

az 8 datovych bajtu

CAN FD ISO a nonlSO
64 datovych bajtu

CAN XL
2048 datovych bajtu
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Nevéite vSemu: ]
Ethernet vs. sériove protokoly v prumysiu 19. Unor 2020
https://automatizace.hw.cz//ethernet-vs-seriove-protokoIv-v-prumvslu.htmI

uzla.
- 1Mbit —a co CAN FD

- 2 protokoly ?, mnohem vice

- pro¢ uvadét mnozstvi uzll, potom ethernet bez switche podporuje jen 2 uzly
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- ramec/zpravu musi potvrdit alespon 1 prijemce
- béhem vysilani jsou data kontrolovana i pfijemci i odesilateli
- datovy ramec, 0-8 bajtu
- RTR ramec - zadost o data, neni moc rozSifeno jeho pouzivani, CAN FD jiz
od tohoto ramce upustil
- chybovy ramec (6 recesivnich nebo dominantnich bita)
- ramec pretizeni, fadiCe dnes nepodporuji, jediny rfadi¢ ktery podporoval je
intel 82526. U] log. 0
- prioritu ma ramec s nizsi hodnotou ID
- 0 —dominantni — od sebe
1 —recesivni — u sebe

recesivii  dominantni  recesivni
stav stav stav

Zajimavost: délka dat (4b) u RTR je pouzitelnéa pro pfenos dat
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Vznasim se ve vodé — recesivni

Klesam ke dnu nebo mne vytahuji na hladinu — nékdo/néco nade mnou dominuje, ja jsem se utopil -> jsem vypnuty -> 0
0/1 - > D/R -> podle abecedy
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CAN 2.0A vs 2.0B standardni ramec — 11 bitovy identifikator

- prvni je pfenasen nejvice vyznamny bit

Volna Rizeni pfistupu Ridici Potvrzeni
sbeérnice  na sbémici informace | . Datovaoblast _ CRC I .
: o . A Mezera
(3 identifikétor |12 J dsllia 0 a2 8 datovych baitd 1gRb{t: g Konec | =,
Zpravy a td [B]KID] ramee | pravami
Délka:\ 1 1 11h < Dazed 15 111 7 3
LOG 1 — RECESIVNI
. X, ., FD frame
Volna Rizenf pfistu Ridici 5 "
sheérnice Srnici i atova cblast
_SPEIMICE, | N2 sbérnici Informaceb <
— 3
g| identifikator | délka /
, zpravy ) ]
LOG 0 - DOMINANNTNI _LF| 47 pite E|F| < ,-
|
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CAN 2.0 B rozSifeny ramec

LOG 1, fadi¢ pozna ze se jedna o rozsireny ramec
Volna . ;:/ o Ridici
shérnice |‘ Rizeni pristupd na sbémici >|‘ infme.-" Datova oblast
g ide:;irgkélor S idenﬁﬁkatqrﬁzpraw delka
£ e E 18 bitis 1|o] dat

SRR- substitute remote request, recesive
RTR bit se musel posunout az za rozsifeny identifikator

11 bitovy (2.0A) ma prednost pfed 29b Id, pokud je 11 bitova ¢ast stejna
RTR — 0 (dominantni) data frame, data maji pfednost
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Zajimavost - pozor na specifikaci

IDENTIFIER
The IDENTIFIER’s length is 11 bits. These bits are transmitted in the order from ID-10

to ID-0. The least significant bit is ID-0. The 7 most significant bits (ID-10 - ID-4) must
hot be all 'recessive’.

The IDENTIFIER's length is 11 bits and corresponds to the Base ID in Extended
Format. These bits are transmitted in the order from ID-28 to ID-18. The least
significant bit is ID-18. The 7 most significant bits {ID-28 - ID-22) must not be all

‘recessive’.

VySe uvedené omezeni rfadie Intel CAN z roku 1987 (82526). Aby bylo mozné s
témito Cipy pracovat, bylo ,omezeni“ zahrnuto do specifikace Bosch a dalsich
ranych specifikaci, ale neni v aktualni specifikaci ISO.

10



CANLAB s.r.o.

Fyzické vrstvy
High speed / ISO 11898-2
- zakoncCovaci odpory 120 ohmu

- recesivni uroven CANHiL2,5V
- dominantni CAN H 3,5V, CAN L 1,5V

3.3V CAN

'y A
Sw+ S
@ @
= =]
=2 £ ]
=] =
= >
4 2 #
ET\I- E = *
i ks Vamm,
=% g
= b

- Time, t

Recessive | Dominant Recessive

= Time, t
Logic H Logic L LogicH

Recessive | Dominant ‘Recessive
Logic H Logic L Logic H
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Mnemotechnicka pomiicka

CAN H -> naHoru

t [s]
e DN T recesivni  dominantni  recesivni
: stav stay stay
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Topologie

- pokud mozno bez odbocek

- v pfipadé delSi odbocky zvazit zakonceni i v misté odbocky

zakonceni pro odbocny
uzel
zakondéeni pro = I';:ﬂ zakonéeni pro
uzel na konci e g T uzel na konci
sbérnicovych sbémicovych
vodiéi vodiéi
GND
CAN H
Rl RS
[CL 0] G0
cl [
R2 R6
00 500
I: CAN L ]:

GND

CANLAB s.r.o.
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Mozné i jiné varianty zakonceni,
napfiklad Split Termination,
které redukuje vyzarovani.

——

Spiit

| 1 Termination

I
2
B

Patentované (Daimler-Benz)
zapojeni zakonc¢ovaciho odporu pro
hvézdicovou topologii. Je pouzito
jen jedno zakonceni ve stfedu
hvézdice.

Zapojeni zakon¢ovaciho
odporu, které vylepSuje EMC
a udrzuje konstantni

recesivni Uroven.

R1/R2 pfi 5V cca 2.6k. C

4.7nF. Mozno jesté doplnit C
100pF mezi CAN Ha GND a
CAN L a GND

CAN
Node

AN

CAN
Node

2 uH
b— 440

10 pF

CANLAB s.r.o.

—---

60
Biased

Split
Termination
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Common mode choke — tlumivka souhlasného
napeéti

Common mode

Differential mode

1
1
CANH —
CAN BUS RT72
TRANSCENER — CAN
Y bus
R12
i :

CANL —
Common 1
mode choke 2
(optional) rv
L. A N
V. ¥
PESD2CAN
3
77 Vead

PESD2CAN — Electro Static Discharge (ESD)

3
1 2
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120 ohmu
zakoncovaci odpor

Propojka v kabelaZzi
aktivuje zakonceni

CANH CAN H

CAN L CAN L

Vice stejnych ECU, jedna na konci, vsechny ECU stejné, odpor se aktivuje pripojenim kabelu.
Casto se v8ak takeé pouziva zakon€ovaci odpor v samostatném konektory ktery se pfipoji na
konec kabelového svazku.
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Patent US20070120574A1

AQY221RV - PhotoMOS Vypréi 2026-03-30

z{m FEJ&
CANL 306 106 206
NODE ¢ I:AflE NODE A g0z CABLE NODE B _pp0
AUXOUT R21 —— o S S
—————————————————— b 4 Fd
60.4Q (@‘ o2 t 42 !,__:99! — :’ ?o%
T4 % A %
AQY221RV [ ¥ 20 100 20
TERMINATION TERMINATION
| iy Ty
——=3 3 RESISTANCE ———> 3 3 —
27900 E DEFAULT AND JJ&E/E DISABLED BY IJ.'JAE/'E DEFAULT AND | 23
g P ACTIVE LOW [ ] HIGH ! ACTIVE LOW .
K2 | ‘\
AQY221RV f 5 - " 250
R20 < < R22
3.48kQ 3 3 60.40 HIGH LOW VIA LOW VIA LOW VIA LOW VIA HIGH
CABLE'S CABLE'S CABLE'S CABLE'S
LCGOP TO GND LOOP TO GND LOOP TO GND LOOP TO GND

CANH
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Low speed / Fault tolerant / ISO11898-3 / dfive ISO 11519

- do 125 kbitd/s

- nepouzivaji se zakoncovaci odpory na konci sbérnice ale odpory RTH / RTL
u kazdého z budicu

- jejich hodnota je dana poétem uzlt v systému

- jednodratovy rezim kdy se komunikuje vUici spole¢né zemi pfi preruseni
nékiereho z CAN vodi€u nebo jeho zkratu na napajeni / na zem

- indikace tohoto chybového stavu z budice

- CAN H recesivni 0V, dominantni 4V

- CAN L recesivni 5V, dominantni 1V

- u high speed jsou urovné ,k sobé* 175V

- U low speed ,pres sebe” WorrTTT TN T

4V

325V

I'CCCavIVE dommant recessive

18
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f1 f2 f3
II _II II _l| Il _JI
Irz - I = = J Iz =
[ I E < E
E% 3E =% 3E =% 3E

t—
Y
=

5000 50002 5000 5000 5000 5000 !

*500 az 16000 Q podle poctu zafizeni
*R/number of nodes>100Q
*mensi rychlost — moznost zapojit i do hvézdy

19
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Single wire CAN / J2411

41V CANH

- vuci zemi / \

- recesivni 0V, dominantni 4V P — T
- rychlost 33.3 kbit/s a 83.3 kbit/s (HS)

- Opel, americka auta

Truck to trailer / ISO 11992

- urovné definovany jako Y3 a 7% Vcc (obvykle 24V)

- nominalni rychlost 125 kbitd/s, do 40m ﬂ
- propojeni mezi tahaem a navésem




A —HIGH SPEED

!

B — FAULT TOLERANT

LS

LS

)
X

C - SINGLE WIRE

CANLAB s.r.o.

L - L
4 Bus Voltage 4 Bus Voltage / 4 Bus N

5

4 CAN H 4 l CAN_L
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0 [ CAN_H CAN_H \
Recessive Dominant Recessive Recessive Dominant Recessive Reocsssive Dominant Recassive




Zajimavost — CAN bus
lokalné na PCB bez
budice

CAN CAN CAN
node A node B node C
RxDC TxDC

CANLAB s.r.o.

Microchip PIC

REGISTER 23-55: CIOCON: CAN I/O CONTROL REGISTER

U-0 U0 RW-0 RW-0 U0 uU-0 U0 u-o
— | = [enoml[cancar [ — [ — =
b7 bit 0
Legend:
R = Readable bit W = Wrilable bit U = Unimplementad bit, read as 0'
-n = Value at POR 1" =Bl s sel ‘0" = Bit is cleared ¥ = Bil is unknown
bit 7-6 Unimplemented: Read as ‘o’

bits ENDRHI: Enable Drive High bitl!)

0 = CANTX pin will be trl-state when recassiv

RxDC  TxDC RxDC  TxDC
pd
N 3k3  +5V

bit4 CANCAP: CAN Message Recelve Caplure Enable bit
1 = Enable CAN caplure, CAN massage receive signal replaces input on RC2'CCP1
0 = Disable CAN capture, RC2/CCP1 inpul to CCP1 module

bit 3-0 Unimplemented: Read as '0’

Note 1: Always set this bit when using aifferential bus to avoid signal crosstalk in CANTX from other nearby pins

Pozor, nastavite-li tri state
(odpojeni/vysoka impedance) pfi pouziti s

budi¢em — nahodné chyby na CANu. o



Zabezpedeni spolehlivosti

diferencialni sbérnice
CRC kéd, o vypocet se stara rfadic¢, neni nutno fesit zabezpeceni dat softwarové

-
E S
=

CANLAB s.r.o.
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- vysila¢ monitoruje skute€ny stav sbérnice

- arbitrazni pole, vysila recesivni, skute¢ny je dominantni, pferusi vysilani

- arbitrdzni pole, vysila dominantni, ¢te recesivni, chybovy rdmec
- kdekoliv jinde jiny stav nez odesila, chybovy ramec
- 0 pfistup na sbérnici se ,soutézi“ nedestruktivné, neomezuje se kapacita

MNode 1

mnow

B|5|4)3)|2

Node 2

MNode 3

T | Contro

02 (PN s Futeemobion - TS

CANLAB s.r.o.

Node 1 odesila
recesivni, ale ¢te
dominantni, odpoji
se

Node 3 odesila
recesivni ,ale ¢te
dominantni, odpoji
se

24
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vkladani bitd (bit stuffing), je li 5 bitd stejnych vlozen opacény

pevné dané hodnoty bitl

ACK bit, pfijemce dava dominantni uroven, vysilac recesivni a kontroluje ze
je skutecny stav dominantni

zabezpeceni na urovni budi¢e CANu
- nékteré budice CANu maji vnitfni Casovac, pokud je doba vysilani dominantni arovneé pfilis
dlouha, je vysila¢ odpojen od CANu, jeden uzel tak nemuze znefunkénit celou sit

rezim listen only (silent mode) v fadi€i / v budi¢i. V tomto médu ma CAN
controller pouze nasloucha na sbérnici - pfijima zpravy. Nemuize odesilat
chybovy pfiznak ani ACK slot, tedy nezasahuje nijak do komunikace. Mod se
vyuziva napfiklad pro autodetekci * rychlosti sbérnice.

*
autodetekce neni funkéni pokud je na sbérnici ticho

25
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Dalsi zabezpeceni

e CANopen:Safety-Relevant Data Object — 2 zpravy, invertovana data
e SAEJ1939 - néktery bajt obsahuje Cita€ — poradové Cislo + plus kontrolni

soucet
e je kontrolovano pofadi — nelze vpasovat data
e vyuzito o nékterych zprav u protokolu SAE J1939, vyuziva i napfiklad VW

Checksum = (Byte1 + Byte2 + Byte3 + Byte4 + Byte5 + Byte6 + Byte7 + message counter & 0xOF + message ID low byte
+ message ID mid low byte + message ID mid high byte + message ID high byte)
Message Checksum = (((Checksum >> 6) & 0x03) + (Checksum >>3) + Checksum) & 0x07

Vpasovani dat z ABS do CANu
u vozidla Skoda Fabia I.

Primérné rychlost 1415 km/h.

27




Casovani

- 87.5 % CANopen, DeviceNet, SAE J1939

- ale ARINC 825 75%

CANLAB s.r.o.

- propagation segment - kompenzace zpozdéni pfenaseného signalu na sbérnici,

dvojnasobek zpozdéni — ACK zpét

- resynchronizace - probih& pfi kazdém pfechodu z recesivniho do dominantniho stavu

- PS1 muaze byt prodlouzen nebo PS2 zkracen pfi resynchronizaci
- ¢im vétsi PS1 a PS2, tim vétsi tolerance k pfesnosti oscilatoru ale mensi maximalni

rychlost
Bit interval Sample point
< e =
Syne. _|, Propagation Phase Phase
segment segment segment 1 segment 2

*Sync_Seg =1TQ

*+ 1TQ < Prop_Seg < 8TQ

« 1TQ < Phase_Seg1 < 8TQ

« 2TQ < Phase_Seg2=<38TQ

«1TQ < SJW < MIN(Phase_Seg1 , 4)

28
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SJW - Synchronization Jump Width

Input Signal |_ = I

Input Signal

A [p—

L}
Bync_Seg ! Prop_Seg + Phase_Seg1 Phase_Seg?2

Sync_Seg Prop_Seg + Phase_Seg1 Phase_éeg?
. SJwW

]
Phase Seqg2

Nominal Sample Point 4

1
1

53!_,1.. Seq Prop_Seg + Phase_Seg1
yne_>eg op_Seg 1ase_Seq
1
I

I

I

1

I

1

I

1
4 Nominal Sample Point | |
H I &

1

I

I

1

I

Sync_Seg' Prop_Seg + Phase_Seg1 Phase_Seg2 ¥ _Seg

N s =N

4 — l‘_’_*“’_"‘“‘:sjgi Real Sample Point 4 Sync_Seg
SJW (Synchronization Jump Width): 1.. 4 tg Real Sample Point SJW (Synchronization Jump Width): 1. 4 tq

Skutec€ny vstupni signal ktery je posunut - Skute¢na hrana nastala jesté pred
opozdén vuci idealnimu stavu. Phase synchronizaénim segmentem. V této situaci dojde
segment 1 je tak zvétden o hodnotu SJW a ke zkraceni Phase segmentu 2 o hodnotu SJW.
realny sample point je opozdén. Poloha realného sample pointu se neméni (méni
Synchroniza¢ni segment nasledujiciho bitu se vSak pomérove umisténi v bitu). Opét
vice odpovida realité. synchronizaéni segment nasledujiciho bitu vice

odpovida realité. -
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Vypocet Casovani — existuji kalkulacky

e o
B Microchip CAN Bit Timing Caleulator - Intrepid Contral Systems, Inc. (www.in..  — O X o CaN DR Tine
<« ce e © & wwwbittiming.can-wikiinfo A1 LaIND S =
Confrols Oscilator Freq (Mhz)| 510015 5 i o K £5 COMD [0 £ ACHING EDTC 5 080 EUDS EECy £ itbicns 550805 £ AUt 5 i3t | ESHW £ ACHO (5 AUTD-MOTD 5 ROGRANOUAN 51 51T ES3075 5 Sy © sidsrings Afes.. % 5 Ottty
BI'I_'dTIMING CAN (KEPS) . R B T’ S P
st CAN'Bit Time Calculatio
e W W ——— - S ——{
- i — 1558 befors 2015 For e e CANED
B3] (G2 ) BTqBaud  ATqBRaud 10TqBaud 11 TaBac <l 17 [ pppq [ nect cks | %Er e e R A e i ot e
(O 125000nS 1 0 32 00 A By proicig h ingut ok aqueney Toed o he GAN clockPrscalar. thocesTod Sama Poiflocaton and selecing o
1(0%1)  250000nS | 500,000k P o o g Devices CaN fmiy.
“You can use the table in NXP SJA1000 mode (Like Philips or Intel) for controllers like:
2(0x2) 37500008
* Philips 82C200, NXP SJA1000
152527 (e detved o ian (Semens) CTBTCR, CST5C, XC161C, XC1B4C, TWCAN SAKS2C900]
3(0x3) 50000003 g L epanad fom o ek S cckmoiedgetog o o NEHDS " !
4(064) 6250008 Ly
+ Floscee SCANIHCS 12) s Froscel AN
5(0%5) 75000003 © ERETE G cons o cor b i ersceiver
B () £75,000 NS };‘;‘mm or select olher CAN farmily types. The EOSCH C_CAN or D_GAN are oftn used in more modem implementations of diferet
Meniacuters ST SPEAL | Siea, e able
7(027) 1,000 ps Kvaser CANIP
M e 5 500 proscaler st an <o harvars pecic
8 (0x8) 14255 CEmiD T e R T
(03 1,250 ps == —
CleckRete 5] nkiHz from 110 300 Use e vaue of cage of o™
Dy 137503 ot clock o7 Sorolerof il (ycay o & 15 MH clocked NP SUA1000 3o )
11 (0x8) 1,500 ps = SamplsFoer 7 5 Nopen and Dnicale, 75% s e
Spansion (Fujitsu) ‘default valus for ARING 525).
12(0%C) 162518 STvicconics s ® fom1to. 1
13 (0D 1,750 u8 s
14 (0=E) 18753 il entr th e vlua e I i 150
15 (0xF) 2,000 i3

Imprint Detug: [ generates debugging rformation o the calcuiaion afer the table
< > g O o 9ang

16 (04 0) 21255

- Fr— R Tl Remove | Clear |

30
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http://www.bittiming.can-wiki.info/

(&) Ceske

€5 Cedtina [Ceska)

ean CAN Bit Time Calculation

<> Ca e © A wwwbitiiming can-wikiinfo - Y& IND®
EgTooLs B3 cANLAB finky BT Karavan B coviD ESTacHO EguacHTNG EIpic EZoBp Eups EJEcu B caN-obecne EJis0BUS BT can-aua Eowlas | EgHw EgTacHo B9 AuTo-MoTo B PROGRAMOVANI ESvaHy ESim EJ30Tsk B servisnimanualy @ eXeleaming: AFreeS.. > [ Ostatnizalozky
SIS 18 118 VEILE 11876 11 KDIUS [230 =l n
Imprint Debug: O generates debugging information to the calculation after the table.
£ teien Atable can be requested by passing parameters on the hittp request line like
http://wow.bittiming.can-wiki.info/ ?CLK=8sctype=Philipsseale=1 YVith possible parameters: CLK=, SUW=,
8 SamplePoint=, ctype=, calc=. Where ctype is the controller type. If calc=1, calc is true, the table is immediately calculated and
displayed

&

Yellow background rows are settings with recommended values, with an bittime consisting of 16 time quanta tq (Number of time
quanta). At the time this tool was first developed, this seems to be the best value. in these days where we talk about CAN FD, as
much as possible time quanta should be used to construct an bit time

this is beta for the dsPIC33

Bit [.ccuracy e [omber of JEeat I A Register
Rate q p_Seg ,_Segl) at cicFe1_|cicre2
250 Jo.oooo 16[15 B 2 w7 0:0007| 0s01bb]
250 Jo.0000 012 10 I 020005 0=00k9
250 Jo.0000 2410 3 1 Jpoo 0z000b] 0=0088]
250 Jo.0000 ENg g s 0000 0x0084

Type: dsPIC33, Clock: 80MHz, max brp: 128, SP: 87 5%, min tq 8, max tq: 25, FD factor: undefined, SUw: 1

For the selected dsPIC33 table, look here

This table was generated using JavaScript and jQuery. {An older version written in Tel was first published in 1998}
Copyright © 2013-2020 Heinz-Jiirgen Oertel

All rights reserved
If you find bugs in this service, please inform Me

The question arises: what exactly is the sample point? The picture shows you the time segments of a CAN-Bit as defined by
150-11898

Nominal Bit Time {of ane Eit), composed of G 19

Previous Bit Next Bit

Sample Point ] aLis
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TEC a REC

Transmit a receive error counter - HW ¢itaCe pfimo v fadici

- obvykle se pfi chybé zvysi ¢ita¢ o 8
- pfi spravné pfijaté zpravé se snizi o 1

Error active — normalni stav
TEC a REC < 127
nastane li chyba, je generovan chybovy ramec s 6 dominantnimi bity ¢imz dojde k

preruseni vysilani (poruseni pravidla vkladani bitu)
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Error passive

TEC nebo REC > 127

chybovy ramec z 6 recesivnich bitu neni tak narusena komunikace

napriklad lokalni chyba (ruseni jedné jednotky) — ostatni mohou komunikovat
Bus off

TEC > 255
opusténi je mozné jen resetem fadiCe

dojde k odpojeni od sbérnice aby se dale nenarusovala komunikaca
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Bus off

TEC > 255

Passive

Radi¢e maji obvykle warning flag — hodnota 96
Chybové stavy je tfeba vzdy osetfit !!!

CANLAB s.r.o.
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. Hednota . Potet
CAN b Pocet Sech Bitova Pocet datovich
us N viec! itova N atovycel
v L4 . Typ . . datovych . ) Zprav za i :ry
identifikator o datovych délka bajtu za
hajtu e sekundu
bajtu sekundu
11 0 0 - 53 18867 o}
2g 8] 0 - 74 13513 o]
11 0 4 0 89 11235 44940
29 0 4 0 112 5928 35712
11 0 g 0 127 7874 62992
29 0 g 0 150 5666 53328
11 0 8 170(AARY* 115 8695 69560
Typ identifikatoru Bitstuffing 2 ych dat pienosu vigi maximu
11 Zadny 71427 100% 2% u} 8 170(AARY* 137 7299 58392
11 Maximalni 62992 58%
11 555h * 5] 170(AARY* 112 8928 71424
29 Zadny 61064 85%
555h+15555h * oy
. Maximalni 53928 Ta% g 5] 170(AARY 131 TH33 61064

{0x15555555)

* Hodnota 55h neba AAh je stfidani 0 a 1, 1im je zajisténeo, Ze v tormto pfipadé se nepoufije bit stuffing.

35



CANLAB s.r.o.

Radiée CANu

- architektura FIFO - BasicCAN

- vhodné pokud chci pfijimat vSechna data na CANu, nevhodné pokud chci data filtrovat
- vhodné pro zafizeni ktera fidi (PC, PLC)
- napf SJA1000

- architektura s buffery - FullCAN

- nékolik bufferd, pro kazdy mohu definovat masku a filtr (nebo i vice)
- vhodné pro zafizeni ktera jsou fizena

Vg vV s

- bez timestampu slozitéjSi vyhodnoceni porfadi zprav
- MCP2515*, CC750
- kombinace obou architektur

* poznamka MCP2510 nepouzivat, vhodné i ve starych zafizenich vyménit za MCP2515
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Pozor na ERRATA

I.MX RT1050 / Cortex-M7 / 10/2017

ERR005829 FlexCAN: FlexCAN does not transmit a message that is enabled
to be transmitted in a specific moment during the arbitration
process

Description:
FlexCAN does not transmit a message that is enabled to be transmitted in a specific moment during
the arbitration process. The following conditions are necessary for the issue to oceur:
+ Ounly one message buffer is configured to be transmitted.

+ The write which enables the message buffer to be transmitted (write on Control/Status word)
happens during a specific clock during the arbitration process.

+ After this arbitration process oceurs, the bus goes to the Idle state and no new message is
received on the bus.

Software Status:

Software workaround is not in SDK.

ERR006032 FlexCAN: A frame with wrong ID or payload is transmitted into
the CAN bus when the Message Buffer under transmission is
either aborted or deactivated while the CAN bus is in the Bus Idle
state

Description:

The FlexCAN module may transmit an incorrect message if one or more Message Buffers (MBs)
are configured for transmission while FlexCAN is in the Bus Idle state. and the MB selected for
transmission is either aborted or deactivated at the exact moment it starts to be transmitted. This
will cause FlexCAN to transmit a syntactically correct message, but with either incorrect ID or data
field. The CRC information will be calculated over the incorrect data (in case data is affected) and
all other fields of the frame will be correct.

CANLAB s.r.o.

KINETIS / OM33Z

e2522: FlexCAN: Rx FIFO Overflow bit is not set when one frame was read after a
match when the FIFO is full

Errata type: Errata

Description: When the FIFO is full and a new frame is being received, the matching process rejects all
matches in the FIFO because it is full. If no further match occurs in the MBs, the frame will be
lost and the CANx_IFLAG1[BUF71] should be set to indicate an Rx FIFO Overflow.

However, the Rx FIFO Overflow bit is not set in the case when the FIFO is full for the following
very specific scenario:

1) A frame is being received when the FIFO is full
2) A match occurs and all matches on the FIFO are rejected due to the FIFO being full;
3) No other match in the MB happens (frame is lost due FIFO full);

4) FIFO is emptied by a FIFO read AFTER the matching process finishes and BEFORE move-
in start

The result is that the frame is not saved in FIFO and that the CANx_IFLAG1[BUF7I] bit is not
set, which indicates that frame was lost due to a Rx FIFO Overflow.
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Filtrace ramcu

- Fadi€e CANu podporuiji filtraci pfijimanych ramcu na HW Urovni

- redukce zatéze MCU
- maska a filtr
- obvykle:

- bity masky nastavené na 1 udavaji, které bity identifikatoru ramce se porovnavaji s

odpovidajicim bitem filtru

CANLAB s.r.o.

- ostatni bity identifikatoru se ignoruji Mask Bit | gy i n donirer | Rometbh
- nékteré fadie podporuiji i filtraci dle datovych bajtu b "
¢ X X Accept
1 0 0 Accept
1 0 1 Reject
i) 1 0 Reject
1 1 1 Accept
Note: X =don’t care
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Vice ID nez bufferu ?

10160 - Id 10
1011 - Id 11
1100 - Id 12
100@ - AND vsech Id, tedy HODNOTA FILTRU

@ 1111 - OR vsech Id
® 1000 - vypoétend hodnota FILTRU
® 0111 - XOR pfedchoziho OR a vypoétené hodnoty FILTRU

1 1000 - negace vysledku XOR, tedy HODNOTA MASKY

Hodnota filtru = AND vSech ID které chci pfijimat
Hodnota masky = NEG ((OR vSech ID které chci pfijimat) XOR vypoctena hodnota filtru)

CANLAB s.r.o.
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CAN FD (Flexible Data-Rate)

- dovoluje prenaset az 64 datovych bajtu

- 2 rychlosti pfenosu
- az 1 Mbit pfi pfenosu €asti s identifikatorem (arbitrazni pole)
- az 8 (dnes) Mbit pfi pfenosu dat, norma dovoluje vice
- pfi nastaveni 1Mbit/8Mbit a pfenosu 64 datovych bajtl je tak 8x rychlejsi

- pFi pfenosu identifikatoru musi platit stejny logicky stav ve vSech uzlech
sbérnice

- to je omezeno rychlosti Sifeni signalu, budi¢e sbérnice, proto zde zUstal limit
1 Mbitu v arbitrazni ¢asti

- jakmile se prenaseji data, jiz se nerozhoduje o tom, kdo se dostane ke slovu,
kromé vysilace jiz vSichni jen poslouchaji, je mozné pouzit vétsi rychlosti
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lepSi odezva

vetsSi prenosova kapacita

pozor, verze ISO a non-1SO, ISO verze ma delsi CRC (fixni stuff bity ) a
pocitadlo stuff bitu (3 bity+parita)
(https://can-newsletter.org/uploads/media/raw/604de101b0ecaed387518831d32b044e.pdf)

v siti kde jsou klasické i FD uzly nelze pouzivat FD ramce, klasické uzly by
signalizovaly chybu

radiCe “FD-passive”, ignoruji FD ramce pokud ¢ekaji na wake-up zpravu, to
znamena zustanou ve sleep modu a neovlivni komunikaci na CANu pokud
neumi CAN FD

v siti slozené z klasickych a FD uzll je tak mozné napfiklad provadét update
firmware FD uzlu rychleji za pouziti CAN FD ramcu pokud klasickeé uzly jsou

uspany
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TOTAL OF BYTES

4,43%

CAN X CAN FD

BUSLOAD CAN FD (%)

6,11%

8,18%

10,44%

30000

/A

25000

/n

20000

15000

10000

5000 -

19,49%

29,62%

48 88%

70,13%
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RRS (Remote Request Substitution) — nejsou tu remote transfer request

zpravy, vzdy dominantni
ESI(Error State Indicator) — indikace chyby uzlu

FDF — FD format

Arbitration Phase

Data Phase (if BRS recessive)

_Arbitration Phase

»

Arbitration field

Control field Data field"

CRC field

base ID

_SOF

@ (M~
NN ... |
==
[ea] (o]

t
Bit 18

Stuff Count| CRC sequence

20

yte n
Bit 1

)]
14
o

Byte 0

Byte 1

Bit 0

=
o=
a

IDE
FDF
res

BRS
ESI

Bit 3
Bit0

n
- -
= =

m

m

-—

0
CRC Delimiter

(ns}

MSB (first bit transmitted)

—

data field if DLC=0

o

4 added bits: 3-bit Modulo-8 stuff bit counter + 1 parity bit
calculated over the previous 3 bits

Classic frame
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CAN XL

moznost prenaset 1 az 2048 datovych bajtu ve zpraveé, 11 bitové DLC, pocet
dat je DLC+1

vétSi mnozstvi datovych bajtl bude dovolovat napfiklad tunelovani
ethernetovych paketu

vétsi bit rate v datové fazi

lepsi ochranu proti chybam - dva CRC koédy (hlavicka ma vlastni CRC)
ma byt lIépe pfipraven na budouci verze CANu

nebudou podporovany 29 bitové ramce, pouze 11 bitové

Bity AL1 a AH1 umoznuje signalizaci zmény rychlosti mezi fadicem a
driverem

8 bitova polozka payload pro identifikaci dat

na konci ramce je kromé bitu ACK i nova polozka NACK y



WAKE UP - 1S0O 11898-5:2007

e Dominantni uroven nejméné o dobé tgy,, (500 ns do 5 ps)
e Pro <= 200kbitu jakakoliv zprava

CANLAB s.r.o.

Arbitration field Control field Data field 2 CRC field

w base ID DLC - CRC sequence E

Olen |~ oo = A “(=|<¢|om £

(3] E T AT —|= Ni—|Oo|D|® E_t:l_:r:: :Eg

@|@ @ | @ | @ | o |0 |@ & || @ | o || 2

MSB (first bit transmitied)  ¢)agsical Base Format Frame - CBFF LSB

Arbitration field Control field Data field 2 CRC field

" base ID ID extension DLC - CRC sequence |
o o|— c|le E
o o I =1 e v A e [ = S e R Y A e R L O
MSB (first bit transmitted) LSB

Classical Extended frame Format - CEFF
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1ISO 11898-2:2016

® tCanActivityFiIterShort: 150 nsto 1.8 M

o wake_filt NCV7344 0,5-5uS - NCV7344A 0,15-1,8uS
e 2 dominantni urovné oddélené recesivni o minimalni délce tgy,
e TJA1145 - ID + MASKA pro probuzen, SPI,nastavuje se do budice i rychlost

State
Arbitration Field Data Field CRC Field I ACE ECF Int. Arbitration Field Cofitrol Fizld
3 k=1 ; . 4 bk . I= Sl : . RIF|r [B{E -
d 11 bticentifer [lg 18 Dtldentier 7 bytes swf| 25 DI 7 | s | fof btientifer [rgf 2 5tidentifer Jeiofe Idfsf * 5%
A HE NS0 Count F rl= NS0 o F 1
In this part dominant condition is not fulfilled = ty,_,. timer is running
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Bezpecné monitorovani

- Radiéem: listen only mode (LISO)
- pomoci fadi¢e CANu
- jen monitoruje, nesignalizuje chyby
- napfiklad pro zjisténi rychlosti sbérnice
- BudiCem
- vstup Silent mode
- pozor, nékteré 8 pinove budi€e maji jinou funkci
tohoto pinu (slope resistor input)
- Bezkontaktne
- CAN Sniffer
https://www.canlab.cz/cs/can sniffer

https://www.canlab.cz/cs/fms isniffer

CANLAB s.r.o.
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CAN chybuje

1) Pokud zafizeni vyvijite a testujete si odeslani dat na CAN, pamatujte na to, ze Vase
zafizeni musi mit protistranu, ktera data pfijme. CAN ramec obsahuje ACK bit, odesilatel
zpravy odesila tento bit v recesivnim stavu, pfijemci vsak tento bit "stahuji" do dominantni
urovné a odesilatel toto kontroluje, tedy odesila recesivni a kontroluje ze ¢te dominantni.
Pokud tedy Vase zafizeni odesila zpravu a nikdo mu ji nepotvrdi, nastane chyba.

Stejné tak pokud mate jen jediného pfijemce dat, nesmite jej nastavovat do rezimu listen
only (fadi¢, CAN controller ) nebo silent mode (budi¢, CAN transceiver). V tomto rezimu
odesilatel také nedostane potvrzeni. Mimochodem toto je Casta chyba pfi pfipojeni na FMS
branu. Zde se listen only méd z tohoto divodu nenastavuje, na rozdil od pfipojeni pfimo
napfiklad na motorovy CAN.
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Nikdo neodpovida — odesilatel se pokousi ji opakované odeslat

TKEEHYNSOIl.gl:!-IlEI DS0-X 30347, My58483200, 07.20.2017102614: Fri Feb 07 15:48:43 2020 TKEEEVSO!.?CE-IIEI DS0-X 30347, My58493200, 07.20.2017102614: Fri Feb 07 15:51:13 2020

t e

[aufulululululx)
[ [nfulululululx]
nooooooo
00000000
o0oooooo
[aufulululululx)
o0oooooo

00000000 | Data 00 0O 00 00 00 00 00 00

T |

IR LT
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2) Stejné ID odesilané z rliznych zdroju — chyba v datech, kazdy vysila¢ odesila jina data

TKEEL%IL(OEGI‘.ILI DS0-X 3034T, My58493200, 07.20.2017102614: Fri Feb 07 15:23:01 2020

E0.00us!  G9: M v

FF FD EF

NETPRTO
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3) Ovéfte si, ze v8echna zafizeni na CANu maji stejnou rychlost. Pokud je vyvijite, na
internetu je mozné najit nejriznéjsi kalkula¢ky nastaveni registra pro bitrate. Tyto registry
nenastavuiji jen rychlost, ale i polohu vzorkovaciho bodu. Ten se nastavuje obvykle na 75 az
87.5%. Vicenasobné vzorkovani se pouziva na niz8ich rychlostech, kde je dostatek Tq. Je
pravdépodobné, zZe pro obvyklé fadic¢e CANu pfi 1Mbit nebude vhodné vicenasobné
vzorkovani nastavit.

4) Pfekontrolujte zakon€ovaci odpory. Spravné se CAN bus zakoncuje na obou koncich
odporem 120 ohmu. Pro kontrolu deaktivujte vSechna zafizeni na CANu (odpojte napajeni) a
zméfte odpor mezi CAN H a CAN L vodici. Idealni hodnota je 60 ohmu, tedy 2 odpory
paralelné. Napfiklad hodnota 40 ohmu znamena, ze na CAN sbérnici jsou 3 zakonCovaci
odpory. Jesté mensi hodnoty pak mohou znamenat zkrat mezi vodici nebo poskozeny budic
nékterého zafizeni.
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5) Vyvaruijte se topologii CANu do hvézdy, topologie by méla byt prabézna s maximalni
délkou odboc¢ek do 0.5 metru. Nékdy se uvadi i vice, zalezi na rychlosti, po¢tu odbocek a
uzld, stinéném nebo nestinéném kabelu a podobné.

6) Pokud muzete, deaktivujte komunikaci mezi zafizenimi (ty jsou ale stale zapnuté) a
zméfte napéti mezi CAN H a GND a stejné tak i mezi CAN L a GND. Je li napéti mensi nez
cca 2V, lze pfedpokladat Ze néktera z vodicu je poskozen.

Timto zpusobem si multimetrem muzete ovéfit, ktery vodi€ je CAN H a ktery CAN L, pokud
neznate pinout a nemate osciloskop. Pfedpoklad je Ze na CANu bézi néjaka komunikace.
Pro high speed CAN plati Ze na CAN H naméfite napéti mezi 2.5 az 3.5V. V pfipadé CAN L
pak naméfite napéti mezi 1.5 az 2.5V. Skute¢né hodnoty zaviseji na charakteru
komunikace, zejména zatizeni sbérnice.

Pamatujte Ze u 3V3 budi€l jsou pfi dominantni drovni mirné mensi a rozdil napéti vuci
recesivnimu stavu neni symetricky. Recesivni stav ma u 3V3 budic¢d hodnotu 2.3V.
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7) Na vypnutém CAN zarizeni odpojeném od CANu a bez zakon€ovaciho odporu zmérte
odpor mezi CAN H a GND a stejné tak mezi CAN L a GND. Je li naméfena hodnota nizka, je
pravdépodobné poskozen budi¢. Namérena hodnota bude v fadech jednotek az desitek
mega ohmu dle pouzitého CAN bus budice. Pokud nenaméfite nic, neznamena to jesté
preruseny spoj nebo jinou zavadu, pouze multimetr nemusi dokazat tuto hodnotu zméfit.
Porovnejte proto napfiklad hodnotu s jinym kusem stejného zafizeni €i zméfte po zapnuti
zafizeni napétovou uroven na CAN vodic€ich. Taktéz je mozné zméfit v tomto vypnutém
stavu odpor mezi CAN H a CAN L, mél by mit hodnotu v fadech desitek kilo ohmud. Hodnota
mensi nez 10 kilo ohmu muze znamenat poskozeni CAN budice.

8) V pripadé ze CAN vedeni je stinéné, nezapomente ze stinéni se zapojuje jen na jedné

strané. Pokud jsou zapojeny oba konce, muze vodici protékat proud, ktery zpUsobi ze
indukéni a kapacitni vazbou se do CAN vodicu prenasi ruseni.
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9) Oddeélte prostorové CAN vodice od silovych vodicu. Pozor zejména na zavity mezi
silovymi a CAN budici.

10) Pfi velkém ruSeni muze misto klasického zakoncovaciho odporu pomoci zakonc€eni
zvané Split termination nebo Biased Split Termination.

11) Pokud nékteré zafizeni nefunguje, mate jistotu ze se nahodou nejedna o jinou verzi
CANu? Napriklad low speed, CAN ma jiné urovné signalu.

12) Velmi sporadické chyby na CANu muze také zpusobovat vysoke zatizeni sbérnice (Bus
load). Je vhodné CAN sit provozovat pfi zatizeni max 60-70 procent. Nejde o to Ze by se
tam jiz dalsi data "nevlezla", ale o to Ze se nemuseji odeslat v€as, pfednost dostanou jina
data a nasledné dojde k signalizaci chyby, nebot pfijemce data nedostal s poZzadovanou
periodou. Pak je tfeba prejit na vétsi komunikaéni rychlost, pokud to napfiklad délka CAN
sbérnice dovoluje, nebo pro néktera data snizit periodu odesilani dat tak, aby zatizeni

kleslo.
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13) Pfed zaCatkem vyvoje si prostudujte errata pouzitého CAN fadiCe. Napfiklad externi
radi¢ MCP 2510 ma mnoho chyb a zejména chyba v synchronizaci, ktera nastava pfi malé
zatézi CANu, je velmi nepfijemna. Jeji CasteCna eliminace je mozna pfi pouziti pfesnych
krystalovych jednotek, ale ani tak neni zcela eliminovana.

14) Zakaznik od nasi firmy nakupoval pred delsi dobou CAN zafizeni a provozoval je na

rychlosti 10kb. Po dlouhé dobé objednal dalsi a ono mu nefungovalo. Kde je chyba? Nové
budi¢e CANu obsahuji timeout funkci, které zabrariuje tomu, aby tfeba MCU pfi své chybé

(zamrznuti) odesilalo na sbérnici dominantni Uroven.

Timing characteristics (see Figs6 and 7)

ta(TxD-BUSON) delay TXD to bus active V=0V 25 55 110 ns

taTxD-BUSLM) delay TXD to bus inactive Vg=0V 25 60 95 ns

taiBUSon-RXD) delay bus active to RXD Ve=0V 20 50 110 ns

taBUSOF-RXD) delay bus inactive to RXD Vg=0V 415 95 155 ns

tgom(TxD) TXD dominant time for Vixp =0V 250 450 750 us
time-out

CANLAB s.r.o.
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15) Pouzivate li low speed CAN bus (fault-tolerant CAN), je sbérnice schopna
pracovat i pfi preruseni jednoho z vodicu CANH/CANL, pfipadné zkratu na

zem nebo na napéti (Vcc nebo baterie). Protoze CAN pak nepracuje

diferencialné, ale jako single wire, je vice nachylny k ruseni. Budice jsou
vybaveny obvykle vystupem ERR, ktery tuto situaci indikuje. Stav tohoto
vystupu je vhodné monitorovat nebo provérit

Failure

Description

No failure

CANH wire interrupted
CANL ware interrupted
CANH short to BAT
CANH short to VCC
CANL short to GND
CANH short to GND
CANL short to BAT
CANL short to VCC

CANL short to CANH

Termination

CANH CANL

(RTHF  (RTL)

On On
On On
On On
weak On
weak On
On weak
On On
On weak
On On
On weak

Driver
CANH CANL
On On
On On
On On
Off On
Off On
On Off
On On
On Off
On On
On Off

Receiver
Mode

Differential
Differential
Differential
CANL
CANL
CANH
Differential
CANH
Differential

CANH
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16) Pozor na dodavatele, opravdu dodal co mél? Stalo se nam, Ze jsme objednali budie
TJA1055T. Od nejmenovaného dodavatele zbozi dorazilo, na sacku bylo oznaceni spravne.
Nicméné zafizeni po osazeni nefungovalo. Zbéznym pohledem se zdalo ze budi€ je
spravny. Ale byla to chyba, na pouzdie jsme pfehlédli na konci oznaceni "/3", to znamena ze

bez pull up rezistoru budi¢ nepojede.....

NSTB
%—%_,. =
RxD
N 4§}
Voo

NERR
P_xxl {—I Il Ll
R EMC WG
TxD |
poriiEn THD [—————————— ]

with
5V interface TJAI0SET

UG + CAN
Controller
with

3V inferface

[ &

TeD L}

v

3

=
R EMLC

&
REM!"..

| T=D

TJAN0S5T3
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Blg / little endian (zdroj: https://jp.mathworks.com/help/vnt/ug/canpack.html)
little big

Bit Number Bit Number

5
g Bit ¥ Bit & Bit5 Bit 4 Bit3 Bit2 Bitl Bit0 5 Bit 7 Bite| Bit5 Bit4 Bit3 Bit2 Bitl Bit0
= o
> :
=
o 7 4 5 4 3 2 1 ] =
= 1%}
=
O Byre 0 @
-.g 15 14 13 1z 11 10 9 3 m
o o
Byte 1
3 18 17 15 17
Drata is write up to the most
Byte 2 siznificant bit and ends at |11
3t an 29 28 0 b} 7 g 5 24
Datz baging at the least significant Dtz begins at the least significent
Byte 3 bit and starts at 20 Byte 2 it and starts at 20
39 35 37 36 35 34 33 3z 33 38 37 38 340 24 33 3z
Drata is writan up to the nost significant
Byte 4 Eit and encs at 27 Byte 4
47 L' 45 44 a3 4z a 47 4s 46 I il 43 L 41 au
Byte 5 Byte 5
55 54 53 52 51 50 43 43 55 54 53 52 s1 <0 49 a8
Byte 6 Byte 5
63 g2 31 &0 54 58 57 55 63 6z el 60 EE] S 57 96
Byte 7 Byte 7
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Endian

zadava se pozice nejnizsiho bitu

CANLAB s.r.o.

Settings Settings Settings
% UNSIGNED 1 UNSIGHED & UNSIGNED
+| Length - | Length 16 - Bit |8 | Length 16 -
" SIGHED " SIGNED " SIGHED
0~/ Length 0 =|Llength |8 = Bt [0 ~|Llength [a vl
 STRING I Reverse " STRING I Reverse  STRING [ Reverse
Byte[p | Llength [ - Bytelo  w| length | Byte |0 | length |g vI
 BIT  BIT  BIT
0 | [ Megation 0 w| [T Negation gt |0 | I Megation
 FLOAT " 24 | | Decimal places " FLOAT 24| | Decimal places " FLOAT " 24 | | Decimal places
i 32 o3 = 32 0K i 3z QK
T R I e 2 'I Bt [0 > g z > gt |0 ¥| ¢ gq |2 'I
— Selected Another signal Free Selected  Another signal Free Selected  Another signal  Free
(Eﬁnfg:jﬂlfar; [~ ©ld BE proces: Add | Set I Load _I I ?ﬁ;nd‘? I‘ ‘ ™ Cld BE processing Add | I Load _I

Remove | Removedl |

Multiplier | 1 Offset |0 | ok | Cancel |

Save

|
Merge | Down
| only

Multiplier I 1

17 (Brlr?oigfoliar; Old BE processing Add I I Load | _I
Remave I Remawe all | Merge | Dawin
Offset I ‘ | Oy

Cancel | Sove

I
Remawe | Removealll Werge | DownI
| only |

Caneel | Save

Standard ID | g Extended ID [ St 0x0 Ext 0x0
DED o DB a

St Dmask [2047 ExtDmask [262143 | StOOFF Ext maprpe  11HE29 T

Standard/
Extended W

™

Mame I

Unit I

Description |

Standard 1D [g Extended 0 [ St 0D Ext 00 Standard/

Extandad
St.Dmask [2047 ExtIDmask [262145 St OxFFF Ext Ox3FFFF Li+igfes [0

D80 0 Det [o L

Marme I Unit I

Description |

Multiplier | 1 Offset |
Standard]
StandardID | Extended ID | St 0x0 Ext 0x0 Extended 2

St IDmask [2097 ExtIDmask [262143 | StOFF ExtOcarppr 1LHIEZ9 T

DEO 0 DBt 0 L

Mame I Unit I

Description |

Find | Mext
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Endian

data mohou zacinat kdekoliv

Settings B Settings
% UNSIGHED % UNSIGNED
I Length 16 - Length 16 -
" SIGNED " SIGNED
1] -I Length R 0 «| Length g -
 STRING [ Reverse " STRING I Reverse
Byte 0 -I Length |3« Byte|o -| Llength |5
" BIT el
Bt |0 'I [~ Megation 0 x| [T Megation
 FLOAT 24 || Decimal places  FLoaT 7 24| Dedmal places
& 32 oK 32 oK
Bt |0 7| ¢ ga z -I Bt |0 *| g4 |2 -
Selected Another signal  Free Selected Another signal  Free

|

[~ 0ld BE processing Add | I Load

Remove | Remnveal\l Merge
Multiplier Il Offset ‘

Cancel I Save

I
| Dawn
| only

DEBO a DE1 a

StandardI0 [ Extended ID [o St 0x0 Ext 0x0 g;atg:;’ﬂ I

St.IDmask [z087 ExtDmask [z82143 | S Ox7FFExtOwapFre  LLF8I23 T

™

Mame I Lnit. I

Description |

Find I Mezxt

e |

Eig'endi I
~ {rlﬂguigmlii [~ old BE processing Add | = Load
. Remave | Remave all | IMerge
Multiplier | 1 Offset IU | K | Cancel | Save

I
| Dawn I
| only I

Standard I | ExtendedID |0 Sk 0x0 Ext 0x0

St.IDmask | z047 ExtIDmask | 252143 St 0x7FF Exk 0x3FFFF

DBO I o DEL a

Standard)
Extended F
11418129 T

™

Name | urit |

Description |

Find | Mext

CANLAB s.r.o.
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Protokoly zalozené na CANu

YYYYVYVYVYVYVYVYVYYYVYYVYY

ARINC 825 - letectvi

CANaerospace - letectvi

CAN Kingdom - automatizace

CANopen - automatizace

CCP/XCP - automotive, kalibrace a méfeni ECU

DeviceNet - automatizace, navrzen Allen-Bradley

EnergyBus - light electric vehicles

ISOBUS - ISO11783, zemédélska, lesni technika

SAE J1939 - nakladni vozidla

UDS Unified Diagnostic Services - ISO14229, diagnostika vozidel
MilCAN - vojenska vozidla

NMEA2000 - lodé

SDS - Smart Distributed System, Honeywell, senzory, pohony
UAVCAN - aerospace and robotic applications

HAPCAN - domaci automatizace

CANLAB s.r.o.
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CAN bus — osobni vozidla

Kazda automobilka ma vlastni protokol
Neni normalizovan — nelze ziskat volné
Pouze po domluvé s automobilkou

V nékterych pfipadech chaotické

VW — takzvané CAN data - matice
Stejné napfi¢ koncernem

Pozor na endian

Prenositelny format: DBC soubory

CANLAB s.r.o.
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SAE J1939

e Stinény 250kbitu/s
o 30 ECU, 40m, odbocka 1m, J1939-11

e Nestinény 250kbitu/s
o 10 ECU, 40m, odboc¢ka 3m, J1939-15

e Stinény + Nestinény 500kbitu/s
o 40m-30 ECU, 56,4m — 2 ECU, J1939-15, odbogka 1,67m, J1939-14

e Pozor na krouceny par, dnes se muze jednat o automobilovy ethernet.

CANLAB s.r.o.
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SAE J1939

ar

PDU1T Format (specific) (peerto peer)

23 .16

15

8

00h .. EFN (0 ... 239)

DA (Destination Address)

FDUZ Farmat (gl

obal) (broadcast)

23 ... 16

15 .

8

FOh ... FFh { 240 ... 255)

GE (Group Extension)

*R-reserved, dnes Extended data page

29 hit CAN-Identifier Data
28 . 2B 25 8 7 0 hbit 0 . 8 byte
Priomiy FPGH SA FDOL
(Parameter Group Number) (Source Address) (Frotocol Data Unit)
e e — —
PGN

25 24 23 .16 15... 8

R DP PF PS5
(Resened) | (Data Page) (PDU Format) (P DU Specihc)

0. 61439

51440 .. 65535
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SAE J1939

Nakladni vozidla, stroje se spalovacimi motory, zemédélska technika

PGN - Parameter Group Number

PDU Format PDU Speclfic Communication Mode
PDU1 Format D - 239 Destination Peer-to-Peer
Ohex - EFhex Address
PDU2 Format 240 - 255 Group Broadcasting
FOhex - ffﬂ% Extension
Extended Data Page .
(EDP) Data Page (DP) Description
u a A J1H39 and 150 11783
a 1 A 1538 MMEAZDDD (N2k)
1 a SaE 11539 — reserved
1 1 50 119892 Diagnostics

CANLAB s.r.o.
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o PGN Range | Number of Ma::;:;';mr B
thex) PGNs Assigned
0 000000 - ODEEDO 239 SAE PDULl = Peer-to-Peer
0 O0EFOO 1 MF PDU1l = Peer-to-Peer
0 00F000 - OOFEFF 3840 SAE PDU2 = Broadcast
0 0O0FF00 - OOFFFF 256 MF PDU2 = Broadcast
1 010000 - D1EEOO 239 SAE PDU1 = Peer-to-Peer
1 01EFQO 1 ME PDU1l = Peer-to-Peer
1 01F000 - O1FEFF 3840 SAE PDU2 = Broadcast
1 01FF00 - 01FFFF 256 MF PDU2 = Broadcast

Rdzné rozsahy -> PRIORITA !

CANLAB s.r.o.
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Specialni PGN

FCOO0 — Transport protocol — Connection management
FBOO — Transport Protocol — Data Transfer

EAOO0 — Request

E800 — Acknowledgement

C900 — Request 2

CAO00 — Transfer

EEOO - Address Claim

FEOO — Commanded Address

DAOO — UDS

atd....

CANLAB s.r.o.
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Rozsahy hodnot

10
12
16
20
24
28
32

0-1

0-A

0-FA

0-3FA

0-FAF
0-FAFF
0-FAFFF
0-FAFFFF
0-FAFFFFF
0-FAFFFFFF

FB
FB

3FB
FBOO-FBFF
FBOO-FBFF
FBOO0O-FBFFF

FB000O-FBFFFF

FB00000-FBFFFFF

FB000000-FBFFFFFF

c-D
FC-FD
3FC-3FD
FC00-FDFF
FC00-FDFF
FC000-FDFFF

FC0000-FDFFFF

FC00000-FDFFFFF

FC000000-FDFFFFFF

E

FE

3FE

FEOO-FEFF
FEOO-FEFF
FEOOO-FEFFF
FEO000-FEFFFF

FE00000-FEFFFFF

FE000000-FEFFFFFF

CANLAB s.r.o.

F
FF

3FF

FF00-FFFF
FF00-FFFF
FF000-FFFFF
FF0000-FFFFFF

FF00000-FFFFFFF

FF000000-FFFFFFFF
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SPN 190 Engine Speed CANLAB SO

Actual engine speed which is calculated over a minimum crankshaft angle of 720 degrees divided by the number of
Data Length: 2 bytes

Resolution: 0.125 rpm/bit,
Data Range: 010 8.031.875mp

Operational Range:  same as data range

Type: Measured
Supporting information:
PGN 61444

0 CFO04 00->* 8 FF RF A4 D9 21 FF FF FF 176.547640R
Little endian - prvni bajt ma mensi vahu

21 D9

SPN: Suspect

Parameter Number Hexadecimalné na dekadicky

665 Vaha 1 bituje 0.125 rpm
Offset je O

= 1083.125 rpm
Vysledek

8665l -+
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PGN 61444 Electronic Engine Controller 1 - EEC1
Engine related parameters

Transmission Repetition engine speed dependent

Data Length: 8

Data Page: 0

PDU Format: 240

PDU Specific: 4 PGN Suppeorting Information:
Default Priority: -
Parameter Group Number:

Start Position  Length ] ot SPN
141 i ing
2

ID: CF00400h FFh,FFFFh - neznama data
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DelsSi data nez 8 baijtu
BAM — Broadcast Announce Message

Parameter Group Name
Parameter Group Number
Definition

Transmission Rate
Data Length

Extended Data Page (R)
Data Page

PDU Format

PDU Specific

Broadcast Announce Message (TP.CM_BAM): Global Destination

Byte:

Parameter Group Name
Parameter Group Number
Definition

Transmission Rate

Data Length

Extended Data Page (R)
Data Page

PDU Format

PDU Specific

Default Priority

Data Description

Byte

Transport Protocol — Connection Management (TP.CM)

60416 (0XxEC00)

Used for Communication Management flow-control (e.g. Broadcast
Announce Message).

According to the Parameter Group Number to be transferred

8 bytes

0

0

236

Destination Address (= 255 for broadcast)

1 Control byte = 32, Broadcast Announce Message

2,3 Total message size, number of bytes

4 Total number of packets

5 Reserved for assignment by SAE, this byte should be filled with FF ¢
6-8 Parameter Group Number of the packeted message

Transport Protocol — Data Transfer (TP.DT)

60160 (0xEB0O)

Data Transfer of Multi-Packet Messages

According to the Parameter Group Number to be transferred
8 bytes

0

0

235

Destination Address

7

1 — Sequence Number (1 to 255)
2-8 - Data

BAM

Sender (Originator)

Timeouts

50 to 200 ms

TP DT

] s
€quence Number 2) Datg g.
) -14
50 o 200 ms

TP.OT.

" CM g
LBAY;
(20), Totgy pac&

Niro] Byte (32
), B
5 (3), 255 PG fgeéssg Seng

TP.DT-

] lug
Quence Numpe, (1), Daty 1-7
50 to 200 ms

Receiver (Responder)

0

Se

_\
(3), 1 2!
d

Timeouts

T1(750 ms)

T1(750 ms)

T1(750 ms)

CANLAB s.r.o.
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Connection Mode Messages

Sender (Originator)
TP.CM_RTS:
Timeouts _RTS: Control B
yte (16), B
Tota Packes (4), 255, Aoy (s]szsé;es 10Send (27,

T3 (1250 ms)

Tr (200 ms)

Tr (200 ms)

T3(1250 ms)

T4 (1050 ms)

Packets 10
15 Gontrol Byte (17), Pack
I;:?ﬁ\:ﬂc%cket (1), 265, 265, PON 62

T

P.OT-
DT: Sequence Number (1), Data 1.7

Tl

P.OT: Sequence Number (2), Data g.14

17), Packets o
T5: Control Byte {
0. 255,25, 25 PON 65750

17), Packets toSend
5 G_CTS: Cortrol Byte (17) Packele 0

T{'Z],Nex—IPacke'( (3), 255, 265 PON 6

Tr (200 ms) :
TP.DT: Sequence Number (3), Data 15-21
Tr (200 ms) :
TP.DT: Sequence Number (4), Data 22 27,255

T3(1250 ms)

ived
TP.CM EndofMsgACK: Cantrol Byte (19), Bytes Recel

(27), Packels Received (4), 255 PCN (65250

Receiver (Responder)

Timeouts

Tr (200 ms)

T2 (1250

T1 (750 ms)

Tr (200 ms)

Th (500 ms)

T2 (1250 ms)

T4 (750 ms)

Tr (200 ms)

Co pfen

QO

(7

—_—

m

Parameter Group Name
Parameter Group Number
Definition

Transmission Rate
Data Length

Extended Data Page (R)
Data Page

PDU Format

PDU Specific

Default Priority

Data Description

TP.CM_RTS

\

TP.CM_CTS

TP.CM_EndOfMsgACK

TP.Conn_Abort

CANLAB s.r.o.

Transport Protocol — Connection Management (TP.CM)

60416 (0x00EC00)

Used for Communication Management flow-control (e.g. Request
to Send, Clear to Send, etc.).

According to the Parameter Group Number to be transferred

8 bytes

0

0

236

Destination Address (= 255 for broadcast)

i

Depending on content of Control Byte — See following description.

Connection Mode Request to Send

1 - Control Byte = 16

2,3 — Message Size (Number of bytes)

4 — Total number of packets

5 — Max. number of packets in response to CTS. No limit when
filled with OXFF.

6-8 — Parameter Group Number of the multi-packet message
(6=LSB, 8=MSB)

Connection Mode Clear to Send

1 - Control Byte =17

2 - Total number of packets (should not exceed byte 5 in RTS)

3 — Next packet number

4,5 — Reserved (should be filled with 0xFF)

6-8 — Parameter Group Number of the multi-packet message
(6=LSB, 8=MSB)

End of Message Acknowledgment

1 - Control Byte = 19

2,3 — Message Size (Number of bytes)

4 — Total number of packages

5 — Reserved (should be filled with 0xFF)

6-8 — Parameter Group Number of the multi-packet message
(6=LSB, 8=MSB)

Connection Abort

1 - Control Byte = 255

2 — Connection Abort Reason (See following description)

3-5 — Reserved (should be filled with 0xFF)

6-8 — Parameter Group Number of the multi-packet message
(6=LSB, 8=MSB)
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0F004 00->*
0F004 00->*
OECO0 00->FF
0F004 00->*
0F003 00->*
OFEDF 00->*
0F004 00->*
0F004 00->*
0F004 00->*
OEBOO 00-=FF
0F004 00->*
DFEF1 00->*
DFO04 00->*
OFOD4 00->*
DFO04 00->*
DF003 00->*
DEBOO 00->FF
DF0O04 00->*
OF0O04 00->*

8 FO 7D 7D 00 00 00 FF 7D
8 FO 7D 7D 00 00 00 FF /D
8 20 20 00 05 FF E3 FE 00
FO 7D 7D 00 00 0D FF 7D
FF 00 00O FF FF FF FF FF

89 E0 15 FF FF FF FF FF

FO 70 7D 00 00 OO0 FF 7D
FO 7D 7D 00 00 OO FF 7D
FO 7D 7D 00 00 00 FF 7D
8 01 EO 15 BA AD 41 CB 40
FO 7D 7D 00 00 00 FF 7D
FF 00 00 00 0O 00 00 FF

FO 7D 7D 00 00 0D FF 7D
FO 7D 7D 00 0O 00 FF 7D
FO 7D 7D 00 OO 00 FF 7D
FF 00 00 FF FF FF FF FF

8 02 1F DD 80 25 EO 00 32
g FO 7D 7D 00 00 00 FF 7D
8 FO 7D 7D 00 00 OO0 FF 7D

00 O 00 g GO W

00 00 00 00 CO 0o

CANLAB s.r.o.
PGN OECO0O0: Transport protocol — Connection manegement

20hex->32dec: BAM
20hex->32dec bajtt v 5 zpravach

PGN pfenasenych dat: OFEE3

Zdrojova adresa 00hex, v jeden okamzik je
mozné prfenaset vice BAM, ale jen jednu z jedné
adresy.

Pfenasena data — kazda zprava obsahuje 7
datovych bajtu.

Sekvencéni Cislo.

PGN OEBOO: Transport protocol — Data transfer 73
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DBC — SAE J1939 - ukazka

BO_ 2364540158 EEC1: 8 Vector__ XXX

SG_ SrcAddrssOfCtrlingDvcFrEngCntrl : 40|8@1+ (1,0) [0]255] " Vector__ XXX

SG_ ActlEngPrentTrqueHighResolution : 4/4@1+ (0.125,0) [0]0.875] "%" Vector XXX
SG_ EngDemandPercentTorque : 56|8@1+ (1,-125) [-125]|125] "%" Vector__ XXX

SG_ EngStarterMode : 48|4@1+ (1,0) [0]15] "" Vector XXX

SG_ EngSpeed : 24|16@1+ (0.125,0) [0/8031.875] "rpm" Vector__ XXX

SG_ ActualEngPercentTorque : 16|8@1+ (1,-125) [-125|125] "%" Vector__ XXX

SG_ DriversDemandEngPercentTorque : 8|8@1+ (1,-125) [-125|125] "%" Vector XXX
SG_ EngTorqueMode : 0|4@1+ (1,0) [0]15] " Vector__ XXX

> 2364540158 = 8CF0 04FE
8000 0000 - 29 bitové ID
OCFO O4FE -1ID

SAE, PDU2 - Broadcast
PGN — FO04

BO_ Message definition

Format: BO_ <CAN-ID> <MessageName>: <MessagelLength> <SendingNode>

SG_ Signal definition
Format: SG_ <SignalName> [M|m<Multiplexerldentifiers] : < >|<Length>@<Endianness><Signed>
(<Factor>,<Offset>) [<Min>|<Max>] "[Unit]" [ReceivingNodes]

Length: v bitech

Signed: + = unsigned; - = signed

Endianness: 1 = little-endian, Intel; 0 = big-endian, Motorola
M: multiplexer 74



DBC — multiplexované zpravy

BO_ 200 SENSOR_SONARS: 8 SENSOR
SG_ SENSOR_SONARS_mux M : 0j4@1+ (1,0) [0]0] ™" DRIVER,IO
SG_SENSOR_SONARS err _count : 4/12@1+ (1,0) [0/0] ™" DRIVER,IO
SG_ SENSOR_SONARS _leftm0 : 16/12@1+ (0.1,0) [0]0] ™" DRIVER,IO
SG_ SENSOR_SONARS_middle m0 : 28/12@1+ (0.1,0) [0]0] ™" DRIVER,IO
SG_ SENSOR_SONARS _right m0 : 40]12@1+ (0.1,0) [0[0] ™" DRIVER,IO
SG_SENSOR_SONARS rear m0 : 52|12@1+ (0.1,0) [0]0] ™" DRIVER,|O
SG_ SENSOR_SONARS no_filt_leftm1 : 16]12@1+ (0.1,0) [0]0] "" DBG
SG_ SENSOR_SONARS_no_filt_middle m1 : 28/12@1+ (0.1,0) [0]0] "" DBG
SG_ SENSOR_SONARS_no_filt_right m1 : 40|12@1+ (0.1,0) [0]0] ™" DBG
SG_SENSOR_SONARS no_filt_rear m1 : 52|12@1+ (0.1,0) [0/0] ™" DBG

SENSOR_SONARS_mux — 4 bitovy multiplexer
Definovany varianty m0 a m1

CANLAB s.r.o.
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DBC — transport protokol

BO_ 2566756862 AT2HI: 36 Vector XXX

SG_ Aftrtrtmnt2TtINmbrOfActvRgnrinMn : 224|32@1+ (1,0) [0]4294967295] "counts" Vector_ XXX
SG_ Aftrirtmnt2TtINmbrOfActvRgnrinin : 192|32@1+ (1,0) [0/4294967295] "counts" Vector XXX
SG_ Aftrtrtmnt2AvrgTmBtwnActvRgnrtns : 256|32@1+ (1,0) [0]14211081215] "s" Vector__ XXX
SG_ Aftrtrtmnt2TtINmbrOfPssvRgnrins : 160|32@1+ (1,0) [0/4294967295] "counts" Vector XXX
SG_ Aftrtrtmnt2TtIPssvRgnrationTime : 128|32@1+ (1,0) [0]4211081215] "s" Vector__ XXX

SG_ Aftrtrtmnt2TtINmbrOfActvRgnrins : 96|32@1+ (1,0) [0]4294967295] "counts" Vector XXX
SG_ Aftrireatment2TotalDisabledTime : 64|32@1+ (1,0) [0]4211081215] "s" Vector XXX

SG_ Aftrirtmnt2TtalRegenerationTime : 32|32@1+ (1,0) [0]4211081215] "s" Vector XXX

SG_ Aftertreatment2TotalFuelUsed : 0|132@1+ (0.5,0) [0]2105540607.5] "L" Vector__ XXX
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DM1 Diagnostic Message 1, Active Diagnostic Trouble Codes

DM2 Diagnostic Message 2, Previously Active Diagnostic Trouble Codes

DM3 Diagnostic Message 3, Diagnostic Data Clear/Reset for Previously Active DTCs
DM4 Diagnostic Message 4, Freeze Frame Parameters

DMS5 Diagnostic Message 5, Diagnostic Readiness

DM6 Diagnostic Message 6, Continuously Monitored Systems Test Results

DM7 Diagnostic Message 7, Command Non-continuously Monitored Test

DMB8 Diagnostic Message 8, Test Results for Non-continuously Monitored Systems
DM9 Diagnostic Message 9, Oxygen Sensor Test Results

DM10 Diagnostic Message 10, Non-continuously Monitored Systems Test Identifiers Support
DM11 Diagnostic Message 11, Diagnostic Data Clear/Reset for Active DTCs
DM12 Diagnostic Message 12, Emissions Related Active DTCs

DM13 Diagnostic Message 13, Stop Start Broadcast

DM14 Diagnostic Message 14, Memory Access Request

DM15 Diagnostic Message 15, Memory Access Response

DM16 Diagnostic Message 16, Binary Data Transfer

DM17 Diagnostic Message 17, Boot Load Data

DM18 Diagnostic Message 18, Data Security

DM19 Diagnostic Message 19, Calibration Information

DM20 Diagnostic Message 20, Monitor Performance Ratio

DM21 Diagnostic Message 21, Distance Travelled While MIL is Activated

Stav v roce 2004, od té doby pfidany dalsi, napfiklad DM45 - Reports DTCs where emissions may exceed OBD

Confirmed and Active threshold

CANLAB s.r.o.
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CANopen

- protokol definovany nad protokolem CAN

- spravovan organizaci CiA (CAN in Automation)

- nejen automatizacni technika ale i vozidla, Iékarstvi, namornictvi atd.
- zafizeni nazyvano jako NODE

Node ID

ID zafizeni, hodnota 1..127

hodnota 0 je ur€ena pro zpravy véem zafizenim

identifikatory jsou pak nazyvany jako COB-ID (Communication Object ID)
hodni 4 bity jsou jsou Function Code, dolnich 7 pak Node ID

78



Communication object
NMT node control

Global failsafe command

Sync
Emergency
TimeStamp

PDO

SDO

NMT node monitoring (node guarding/heartbeat)

L3S

COB-ID(s) hex
000

001

080

080 + NodelD
100

180 + NodelD
200 + NodelD
280 + NodelD
300 + NodelD
380 + NodelD
400 + NodelD
480 + NodelD
500 + NodelD

580 + NodelD
600 + NodelD

700 + NodelD

7E4
7ES

Slave nodes

Receive only

?

Receive only

T

ransmit

Receive only

B R WO NN =S =

T

. Transmit PDO
. Receive PDO
. Transmit PDO
. Receive PDO
. Transmit PDO
. Receive PDO
. Transmit PDO
. Receive PDO

ransmit

Receive

T
T

ransmit

ransmit

Receive

Specification
CiA 301
CiA 304
GiA 301
CiA 301
CiA 301

CiA 301

CiA 301

CiA 301

CiA 305

CANLAB s.r.o.

NMT - fizeni provozniho rezimu
- maximalni priorita

SDO-COB ID
nelze zménit !l

LSS — Lazer Setting Services
(node id, bitrate, identifikace)
- nizka priorita
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NMT - Network management

zprava se sklada z identifikatoru a dvou datovych bytu
identifikdtor ma hodnotu 0, ma tak nejvyssi prioritu

prvni bajt obsahuje pfikaz (start/stop remote node, reset atd)
druhy bajt pak obsahuje adresu

Node Guarding a Heartbeat

- 700h+Node ID

- monitorovani stavu zarizeni

- Nodeguarding - spravce sité (napf PLC) periodicky monitoruje slave jednotky
v CAN siti

- Heartbeat — nody i master odesilaji svuj stav
80
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SDO - Service Data Objects

- kazdé zarizeni obsahuje slovnik objektu
-ty jsou jednak dany normou a jednak volne definovatelné vyrobcem
- kazda polozka slovniku ma svuj index a subindex

- jsou to
- konfiguraéni parametry
- méfené veli€iny
- Fizené veliCiny
- mapovani PDO
- atd.
- neni ur€eno pro viastni fizeni i kdyz se to tak ¢asto pouziva

- profily pro rizna zarizeni
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7.2.39 Object 6202h: DO Polarity 8 output lines

This object shall define the polarity of a group of 8 output lines. Output polarity can be inverted
individually.

0 — output not inverted 1 — output inverted
If the object is not supported the device behaves accordingly to the default value.

OBJECT DESCRIPTION

Index 6202h
Name DO Polarity 8 output lines
Object Code ARRAY
Data Type Unsigned8
Category Optional
ENTRY DESCRIPTION
Sub-Index Oh
Description number of enfries

Entry Category Mandatory

Access ro
PDO Mapping No
Value Range 1-C7h
Default Value No

CANLAB s.r.o.

Sub-Index 1h

Description DO Polarity 8 output lines 1
Entry Category Mandatory

Access w

PDO Mapping No

Value Range Unsigned8

Default Value 0

Sub-Index Zh

Description DO Polarity 8 output lines 2
Entry Category Optional

Access w

PDO Mapping Mo

Value Range Unsigned8

Default Value 0
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PDO - Process Data Objects

- prenos fidicich a procesnich dat

- oba sméry, TPDO a RPDO

- 4 COB-ID pro kazdy smér a node, lze i vice, ale pak nutno definovat ID

- vyS8Si priorita nez SDO

- data prenasena nebo pfijimana v PDO jsou obvykle volné definovatelna

- lze definovat napfiklad ze slave odesila data automaticky pfi kazdém n-tém
pFijmu zpravy SYNC

- odesilano ale nejen na SYNC ale i napfiklad podle ¢asovace nebo pokud
nastane néjaka jina udalost
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Software

e Na Windows neexistuje jednotné rozhrani
o SW musi podporovat HW

o Kazdy vyrobce ma svoje API

e OS Linux obsahuje SocketCAN

o HW které podporuje SocketCAN bude fungovat se SW, ktery také SocketCAN podporuje

e Na urovni sériové linky (LAWICEL/SLCAN protocol) — textovy protokol,
neefektivni
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PP2CAN

- historicky z “Parallel Port To CAN”, rok 2003

- zdarma

- hotové nastroje pro praci, zaméreno i na hacking CANu

- vlastni skriptovaci jazyk

- rozSifitelné pomoci pluginu (dll)

- plugin muze slouzit i pro pfipojeni vlastniho interface

- nové i podpora CAN FD u z4kladnich funkci

- nova verze pfiblizné kazdy mésic

- API X2CAN je placené pfi prvnim odbéru pfevodniku, pro dalSi se jiz neplati
- jedna se jen o poplatek za udrzbu kddu

- USB2CAN - popis komunikacniho protokolu

- pro prevodnik ETH2CAN taktéz k dispozici popis komunikacniho protokolu na TCP
- USB2CAN TRIPLE, 2x klasicky CAN, 1x CAN FD

- USB2CAN COMBO, 1x CAN FD, 1x LOW speed CAN, 1x Single wire CAN

- USBZ2LIN, 1x klasicky CAN, 2x LIN, slave/master
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PP2CAN - zobrazeni a zadavani dat

v Options Ize definovat preferovany format dekadicky nebo hexadecimalné
je li nad zadévacilm polem podrzen kurzor, zobrazi se napovéda

De2sh 55 L 0 |iengn 5

[~ RTR
ID ID I':I ID ID I55 ID ID v Standard/Extended l

[USB2CAN TRIPLE status § 037 CBO0T10111 T | ~ 0l
ta zobrazuje data hexadecimalné, binarné a jedna li se o tisknutelny znak tak

i ASCII znak

zadavani dat je mozné jak dekadicky tak i:
- hexadecimalné pomoci prvniho znaku ‘X’
- binarné pomoci prvniho znaku ‘b’
- jako ASCII znak zadanim znaku >’
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ramce s rozSifenym, 29 bitovym identifikatorem mozné zobrazit jako jedno 29
bitové Cislo nebo jako 2 Cisla, 11 bitova standardni ¢ast a 18 bitova rozSifena
cast

pro kopirovani zprav funguje clipboard

seznam preddefinovanych zprav

projekt

ulozeni logu dat

prehravani logu

filtrace pfehravanych dat

off-line filtrace
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Data view

Zprava

(]

Enable  Clear | Load EYE

Data view

EdtEVE | Save

bd

graph | Find | Next | [ HEX [ Only known

| GRAPH | Feset graph‘ Clear
| |

~

RX
RX

EFL_P1:56_ EngExCrankcaseBlowbyPress
EFL_P1:56_ EngFuelDeliveryPress

ERC1:56_RetarderSelectionNonEng
ERC1:56_ SrcAddrssOFChringDyveFrRErdrCrtr
ERC1:55_ RetarderRoadSpeedLimitSwitch
ERC1:55_RetarderRoadSpeedExceededsta. .
ERC1:56_ ActiMxAviblRtarderPercent Torque
ERC1:5G_DrvrsDmandRetarderPercent Torque
ER(C1:5G_RetarderRaingBrakeLight
ERC1:5G_EngCaolantLoadlncreass
ERC1:5G_IntendedRetarderPercentTarque
ERC1:5G_ ActualRetarderPercentTarque
ERiC1:5G6_ RetarderEnableShiftAssistSwitch

Dekddované polozky

El — rEnabletrakeAssistSwitch
ERC1:5G_ RetarderTor
R

EBCZ:5G_ RlativeSpeedrearfxleZRightWwheel
EBCZ:5G_ RelativeSpeedrearAxlezLeftWheel
EBC2:5G_RlativeSpeedRearAxle 1RightWhesl
EBC2:5G_RelativeSpeedRearaxle 1LeftWhesl
EBC2:5G_RlativeSpeedFrantaxleRight'wheel
EBC2:5G_RelativeSpeedFrantaxleLeftwheel
EBC2:5G_FrontAxlzSpeed

RX

TRF1:5G_ TransCilLevelMeasurementSkatus
TRF1:5G_ TransCilLevelCountdownTimer
TRF1:5G_ TransCillevelHigh_Law
TRF1:5G_TransCilTemp

TRF1:5G_ TransCilPress

TRF1:5G_ TransFiterDiffPress

TRF1:5G_ TransCillevel

TRF1:5G_ ClutchPress

RX
RX

A5C1:56_ SpeedDependantLevelCtriStatus
ASC1:5G_Memarylevel

A5C1:5G_ AllwlvelCtriDuringBrakingStatus
ASC1:56_ SspensionCtrlRefusallnfarmation
ASC1:5G_ SuspensionfemoteCtrl2
ASC1:56_ SuspensionfemoteCtrll
ASC1:56_RearAxleInBumperRangs
ASC1:56_FrontAxleInBurmperRangs
ASC1:56_DoorRelease

A5C1:56_ YehicleMationInhibit

ASC1:5G_ SecurityDevice

ASC1:56_ LevelCtriMode
A5C1:56_KneelingInformation

12,750000
1020.000...
FFO340
18FO000F
50,000000
16,000000
3000000
3000000
0.000000
0.000000
3.000000
3.000000
0.000000
0.000000
3.000000
3.000000
0.000000
1GFEBFOE
0.000000
0.000000
0.000000
0.000000
0.000000
0.000000
0.000000
1GFEFE03
15,000000
15,000000
63,000000
33,000000
4050,000,.,
510.000000
10z.000000
4050,000,.,
1BEBFFOF
CFESAZF
3.000000
15,000000
3.000000
0.000000
3.000000
3.000000
1.000000
1.000000
1.000000
0.000000
3.000000
0.000000
0.000000

kPa
kPa
Ext
Ext

%

%
Yo

Yo
Yo

kPa
kPa
o

kPa
Ext
Ext

Lg
Lg

Lig

L8

UMSIGNED

UMSIGNED

00 &0 030580 DC CO00
50 70 70 FF 00 70 FF 70
UMSIGNED

UMSIGNED

UMSIGNED

UMSIGNED

UMSIGNED

UMSIGHED

UMSIGHED

UMSIGHED

UMSIGHED

UMSIGHED

UMSIGHED

UMSIGNED

UMSIGNED

0000 70 70 70 70 0 70
UMSIGNED

UMSIGNED

UMSIGHED

UMSIGHED

UMSIGHED

UMSIGHED

UMSIGHED

FF FF FF FF 80 26 FF FF
LIMSTRIET

20:36:52,225
20:36:51.680

20:36:51.778

20:36:51.875

el
23

45

3

Port 1
Port 1

Port 1

Port 1
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7 Data view

g (RX)

:SG_ RetarderSelectionNonE n,

£
g
z
3
%
2
S
£
g
S
i
=
2
3
w
o)
“n
o)
-3
W

ERC1:5G_ ActualRetarderPercentTorque (RX)
ERC1:SG_ IntendedRetarderPercentTorque (RX)




Grid
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B Gridlag - X
™ HEX Id Format [ HEX Data Format [ oOnly changed RESET | SAYE | Part |1 - Autoarrange
# | st [1d1 | 1de | [oic [ oeo | oer | oez | oes | oe4 | pes | oee | DBF | count A
0 Ext 1599 188160 419356416 a 1B 112 L 10 125 255 255 2%

1 Ext 1599 179979 419348235 a i i 125 125 125 125 255 258

2 Ext 769 197437 201786173 @ 125 4 i i i i 255 258

3 Ext o8 1024 217056256 @ 240 125 140 184 18 0 243 139

4 Ext @28 515 217055747 & 192 0 i 255 755 OO

5 Ext @31 212224 218053665 a 0 0 245 9 8 13 W 64

6 Ext 768 4107 201330699 a 252 255 250 O 255 255 255 255

7 B 63 196911 16711983 a i 1 0 125 0 125 255 255

8 Ext 63 197167 16712239 a 255 255 @55 @55 255 255 255 255

9 Bt 63 197423 16712495 @ 16 24 3 5 128 20 192 0

10 Ext  76A 3643 201330435 a 239 255 255 125 255 255 255 255

1 Ext 768 4135 201330727 & 252 255 @55 125 255 255 255 255

12 Ext 1598 15 418381839 a @0 125 125 255 O 125 255 125

13 Ext 1598 1283 418383107 a 125 0 0 125 32 78 32 78

14 Ext 1599 19684l 419364897 a 0 255 255 255 255 255 255 2%

15 Ext 1599 205056 419373312 a @ 17 81 O i i i a5

15 Ext 83l 196847 218038311 a i 25 755 255 285 255 255 25%

17 Ext 768 3 201326595 a 236 255 @55 @50 255 255 255 255

18 Ext 768 1 201326603 @ 252 255 250 250 255 255 255 255

19 Ext 828 768 217056000 @ 193 0 al 255 255 255 255 255

20 Ext 153 a17 403177769 @ 242 45 B4 47 250 P55 255 192

21 Ext 1599 195623 419363679 a 255 250 255 955 255 255 25 255 77

22 Ext @3t 158958 218000622 & 255 255 255 252 255 255 DO n

23 Ext 1537 197181 403112509 & 19 0 124 3 0 n 1 49

24 Ext 1596 267 418382091 a 192 255 240 255 255 13 255 255

25 Ext 1599 180718 419343074 a 40 106 174 3 0 0 0 0 75

26 Ext 1599 182787 419351043 a 192 % 0 0 0 0 255 258 77

27 Ext 1599 190190 419358446 a 255 255 255 255 255 255 255 255 7S

28 Ext 1599 182851 419351107 a 192 20 i i i 25 258 77

29 Ext 1599 193024 419361280 a a0 i i 255 255 255 255

30 Ext 1599 182800 419351056 a 192 20 i i i 255 258 77

a1 Ext 1599 102768 419361024 @ 243 0 i 4 255 0 3 255

a2 Ext 1537 197693 403113021 @ i i 255 255 255 255 255 255

33 Ext 1596 16 418301840 @ 240 125 125 255 46 125 125 125

34 Ext @20 143143 215101223 a 3 i 255 255 255 255 240 255

35 Ext 1599 175399 419343655 a i i i i 255 755 255 255 v
< >

Doslo ke zméné dat

Zprava byla pfijata
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Gateway

Gateway
Ena... | Ind. | ID MASK | 28b | Description
23 0x18FEAFOD  Ox1FFFFFFF yes FCG
24 0x18FEE200 0x 1IFFFFFFF yes FCL
25 Ox18FEF200  OxIFFFFFFF  yes FE
26 0x 18FESG00 0x 1FFFFFFF yes ATITII
27 0x18FD7C0O0  Ox1FFFFFFF yes DPFC1
28 Ox18FF2100 0x 1FFFFFFF yes EDC2BC
29 Ox18FF2200 0x IFFFFFFF yes ENGOS6a
30 0x 18FEFFO0 0x IFFFFFFF yes  WFI
31 Ox18FD9200 0x IFFFFFFF yes EOI
32 0x 18FEE400 0x 1FFFFFFF yes  SHUTDWN
33 Ox1S8FEBDO0  OxIFFFFFFF  yes FD
34 0x18FEF303 0x IFFFFFFF yes TF
35 Ox18FEADOE  Ox1FFFFFFF yes EBC3
36 0x1CFEACOBE  Ox1FFFFFFF yes EBC4
37 Ox18FDC40E  Ox1FFFFFFF yes EBCS
< >
Invert | Enable | Disable Delay [ms] C1-=C2 ﬂ_l
Add | Remove| Rem. all| Seort Delay [ms] C2-=C1 j_l

W

—CAM 1
{+ Forward all

i~ Forward data from a table
{~ Don't forward data from a table

—CAN 2

f* Forward all

{" Forward data from a table
" Don't forward data from a table

CANL >>> cmzl

PartC1 |1 vl Port C2 Iz '.l:

Load | Merge | Save |
Enable |
¥ HEXID Fill c1 Fill c2 |

|
L]
L]

il

CANLAB s.r.o.
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Pfijem otacek dle SAE J1939

- Signal receiver

- zadani jen PGN

- zadani masky

- big/little endian

- méfitko a offset

- generovani otacek - Data generator

1.1.3 Electronic Engine Controller #1: EEC1
0x00F004 PGN Hex
61,444 PGN
20 ms Rep. Rate
Data Byte 1 Data Byte 2 Data Byte 3 Data Byte 4 Data Byte 5 Data Byte 6 Data Byte 7 Data Byte 8 Byte No
8‘T|654|3|1|1 8|‘."|651|3|2|1 8|7|654|3|1|1 Bit No
Actual Engine — Percent | Engine speed Engine speed Name
Torque Name
Not used for Not used for 1 % / Bit 0,125 rpm / Bit gain 0.125 rpm / Bit gain Not used for Not used for Not used for values
(Bus) FMS-Standard (Bus) FMS-Standard | -125 % offset 0 rpm offset 0 rpm offset (Bus) FMS-Standard (Bus) FMS-Standard (Bus) FMS-Standard values
values
SPN 513 SPN 190 SPN 190 SPN
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Moznosti generovani dat

pomoci nastroji v programu PP2CAN
skriptovaci jazyk v programu PP2CAN
uzivatelsky plugin do PP2CAN (C++, C#)
vlastni aplikace pomoci X2CAN API

USB2CAN Triple

- podpora na linuxu — SocketCAN

- mozno pouzivat nastroje tfetich stran, které podporuji SocketCAN (wireshark)
ETH2CAN

- k dispozici i popis TCP paketu (napfiklad pro implementaci do PLC)
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Single Frame (SF)
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Byte 0 Byte 1
Bits 7 - 4 Bits 3- 0 Service ID Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 Byte 7
Frame Type | *“F0 | e Ups) | Data Data Data Data Data Data
(0 for SF) message
First Frame (FF)
Byte 0 Byte 1 Byte 2 Byte 3 6
Bits 7 - 4 Bits3-0 . Bits 3-0 Lower Byte . Byte 4 Byte 5 Byte Byte 7
Frame Type | *ofdoiabvies | BS 4 | Upperd btsof | of Message Sele'ce Data Data Data Data
(1 for FF) message length Length
Consecutive Frame (CF)
Byte 0
Bits 7 - 4 Bits 3- 0 Byte 1 Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 Byte 7
Frame Type Message Data Data Data Data Data Data Data
(2 for CF) Serial Number
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$10
$11

Diagnostic and $3E
Communication
Management $83

v Diagnostic Session Control
¥ v ECU Reset ER
v Security Access SA
v Communication Control [elo]
v v Tester Present TP
v Access Timing Parameter ATP
Secured Data Transmission SDT
v Control DTC Setting CDTCS
v v Response On Event ROE
v Link Control Lc
I
I

Stored Data $14
Transmission $19

Remote Activation $31
of Routine

v Clear Diagnostic Information CDTCI
Read DTC Information RDTCI
v Routine Control

CANLAB s.r.0.
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